¢ u= skip|letz:s:=einc|ifecc|whileec|cic|z:=e|xe:=¢
| z:=xelatkecl|if(kCk)cc|matchap=c|z:=fp|f{&) () (e)
| let (oc:typeg,z:s):=einc|let (k:levelg,z:5):=einc

e = n|z|ede|null|unroll e|roll e|pack (s,e) as Jux : typey. s | sizeof s
| pack (k,e) as Ik : levely. s | &z

kE == {¢|k|kUk|kNk

s u= t|ok|3

t o= int|k—s|sQ@Qs|Joa: typeg. s
| k:levelg. s| p a: typeg. s | size[s]

p = inte | (p@p)c| (k= p) |P|a

Fig. 21: The syntax of Zee. We write o to mean o,

- n|au|(ev)|%|(trv)

n= ome | T4

m u= int|l—T|7TQ7|Jx:type. s
|  3k:level. s|p a:type. s | size[r]

\‘
|

Fig. 22: Values in Zee.

a) Commands and expressions: Commands are ranged over by the meta-variable ¢, and expressions are ranged over by
the meta-variable e. Figure 21 shows the syntax of commands and expressions.

b) Labels and security types: Labels are ranged over by k and include literals ¢ from some fixed lattice £, variables.
Security types are ranged over by the meta-variable s. We include a security label k£ when definition security type variables o
(i.e., we write o* instead of just ) to properly define the notion of raising a security type to the label of a security label.

c) Base types: Base types are ranged over by the meta-variable s.

F u= f(k:levely, ) (o type,)(TT3) =
P = Fic

Relation 7 3 p specifies that the fully evaluated type T matches pattern p. This is needed to define the semantics of pattern
matching.

s3p
T3P TiSpii=12
inty 3 inty (61— T)egy, 2 (K1 D)y (1 @) 2 (p1 @pa)k T3®
|7l =n Bl =m m<mn

Vie{l,....m—1} .7 3 p;i Tm.n S Pm
737

When an evaluated type matches a pattern, the pattern initializes the free variables based on the evaluated type. The
interpretation of p, written [[p], is a function that receives the store, the frame, and the matched type, and returns an updated
store and an updated frame. The frame is updated to keep the type information in the frame up-to-date with the local variables
from in the pattern being matched.

[pl(p,7) = ¢’




r
j gnt

4 € m' = m[§(z) + fp(m) — v]

S-IF-T

S-IF-F S-WHILE-F S-WHILE-T
(e, M,P)bn n#0 (e, M, P) .0 (e, M, P) .0 (e, M,P)bn  n#0
(if e ¢ c2, M, P,q), (if e cy co, M, P,q), (while e ¢, M, P,q),, (while e ¢, M, P,q), —
— (c1,M,P,q+1), — (c2, M, P,q+ 1), — (stop, M, P,q + 1), (c;while e ¢, M,P,q+1),
S-SKIP S-ASGN
- ,m-M,P ! = m[5(z) + fp(m) —
(skip, M, P,q), — (stop, M, P,q +1),, e MP) by m = mldle) + fplm) o o]
(r:=e,m-M,P,q), — (stopm'- M,P,q+1),
S-WRITE S-READ
m; = (mp,v;) €M acl v; < M=m M m; = (mp,v;) € M acl v <7
(elyMaP)’U‘a"Y (627M)P)‘U'v (eaM,P>‘U’a”Y m,:m[(s(z)-i_fp(m)HM(n)]
(xey := ey, M, P,q),, — (stop, M[a — v], P,q+ 1), (z :=*e,m- M, P,q), — (stop,m' - M',P,q+1),
S-FP
S-AT S-DELAY \ / V= (COd(parg); (COd(plocal)afp(m)u))
(e,m,P) | n n<qg m=(mpv) m =ml§(z)+ fp(m)— v]
(at k ec,m,P,q), — (delay n,m, P, q),, — (x:=fp,m-M,p- P,q), — (stop,m'- M,p-P,g+1),
(c;delay n,m, P,q+ 1), (delay n,m, P,n + 1)

v

S-LET

M=m-M (s,p) Ysectype T (e,m,p) Jv
p, = p[plOCal = plocal[z g T]]

(letz:s:=einc,M,p- P,q), — (c;unscope(z),m’ - M',p' - P,q+1),

S-UNPACK-LEV
P=p- P (s,p') U‘SECtype T (e,m,p) 4 (el;'UQ)
Pl = p[pvar — pvar[K = el]aplocal > Plocal [-'1" — T]]
M=m-M m' = m[§(z) + fp(m) — vs]
(let (x : levelg,z : s) :=ein ¢, M, P,q),
— (c;unscope(z),m’ - M';p’ - P',q+1),

S-UNSCOPE
p’ = pllocal — p.local[z — £]]

(unscope(z), M,p - P,q), — (stop, M,p"- P,q + 1),

S-UNPACK-TY
P=p- P’ (S,p’) ‘U‘SECtype T (e, m, p) (8 (Tla 'UZ)
Pl = p[pvar = pvar[(x = Tl],plocal — plocal[m = T]]
M=m M m' = m[§(z) + fp(m) — vo]
(let (o : typeg,z:s) :=einc,M,P,q),
— (c;unscope(z),m’ - M',p' - P',q+ 1),

S-EPILOGUE

<epi|0gue’ (]Ila lmllayl) : (]IZ’ |m2|’ VZ) ’ Map ’ Pa Q)u
— (stop, (I2, |mz|, max(v1,v2) + 1) - M, P,g + 1),
S-MATCH

ar§min(‘r Ipi)=3j [pil(p,7) = o
i=1,...,n

(matCh x (p’l. = Ci)i:l,...,n:M,p : P: q)u - (Cj,M’pl : Paq—i_ l)y

(0‘1 p) ‘U’S&ctype T

S-CALL
F(f) = (K1, .., Kn) (0, 0m)(T1: 81, .., Tr 1 SL) =¢C
(ki, P) diab & (8is P) Ysectype T (e, M, P) | v; S-SEQ-CONT

(32, P,) ‘U‘S&Ctype 7'1;, M=m-M m = (]I/, |m'|, V)
P= (pvar;pargs,plocal) - P! P’ = (p(/arap;rypllocal)
Py ={ki—lli=1,...,n}U{a;— 7 |i=1,...,m}
Pag={zim7li=1,...,7}  Poa={z— L]zEC}

y_ (6@ +sp(m) i =1, )
U{sp(m)} U {8(2) +sp(m) | z € c}
Im’| = {sp(m) — (cod(parg), (cod(piocat), fP(m).,)) }
U{d(z;) +sp(m)—v; |i=1,...,7}
(f(k1,... kn)(s1,...,5m)(e1,...,€r), M, P,q),
— (c;epilogue,m’ - M,p' - P,q+1),,,

¢} # stop
(c1,m, P,q), = (c},m', P',q),,

(cl;CZam’ Pa q)y - (0,1;027m’aplaql)yl

S-SEQ-STOP
(Cla m, Pa q)y — (StOp, m,a Ply q,)y’
(cl; C2, M, P7 q)y — (CQ:m,a P,a q’)

U,
S-INST

(¢,m,P,h,q), = (c,m',P',}I,q'),,
(C, m, P, ha q)y — (cl’ m,a P,) h',, q’)y’

Fig. 23: Small-step relation for commands.



[Pl(p,7) =1’

, N [pd(p,m) =0 [pd (@', 72) =p" P’ =p'[k1— b1, k2 > L]
ﬂth]](p’ mtE) B p[K - Z] [I(.’Dl Q@ :D2)|<]](P, (7'1 Q@ 7'2)4) = P"[K = £] [[(Kl = p)xz]](P, 6 — Tzz) =p"
[Tl=n [pl=m m<n p=p

Vie{l,...,m—1} . [pi](pi-1,7) = ps
[[pml'(pm—l; Tmn) = P'
[Pl(p,7) = ¢’
The semantics needs to compute the size of a runtime representation of a time, which is computed using the function |-|, that
optionally returns an undefined value L when invoked on nonsense types .

[x](p,T) = pla > 7]

|]: 7= Ny
|me| = 1
71, el =D i
i=1
|4l =L
where L +n=n+ 1L =_1 foralln € N.
(e,m,p) v
E-NUM % E-VAR E-BINOP E-NULL E-S1ZEOF
(7; m,p) 4 n m(é(z) +fp(m)) = v (ei,m,p) § v; v1 @V =0 v =v(m) (8, ) Usectype T
’ P (zam;p> ‘U’ v (61 & eZ;map) ‘U‘ v (nul|,m,p) ‘U‘ Ol/ <Size°f s,m,p) U‘ |Tl
E-PACK-TY E-PACK-LEV E-UNROLL E-ROLL
(5,P) Usectype 7 (e,m,p) Y v (k,p) b € (e,m,p) v (e,m,p) J v (e,m,p) $ v
(pack (s,€) as _m,p) b (,0)  (pack (k,e) as mp) 4 (60)  (unroll e,m,p) bu (roll e;m,p) o
E-ADDROF E-S1ZEOF
V= I/(m) ¢ (3,p> 'U*sectype T
(&z,m, p) 4 (6(z) + fp(m)), (sizeof s,m,p)- |7]|
(S,p) ‘U’SECtype T
E-SECTY-SECTY E-SECTY-PROD E-SECTY-VAR
(t,p) U'type u (k)p) 1ab £ (Si,P) U'sectype  oi=1,...,n p(OC) =T
(tk,p) U‘sectype Uy ('—S-) P) U’sectype T (OL, P) 'Usectype T
(k,p) ‘U‘Iab 14
E-LEV-VAR E-LEV-JOIN E-LEV-MEET .
p(k) =2 (ki p) diab b (ki, p) Yiab & fé‘;‘jﬁf‘b’f ,
(<, p) $1ab £ (k1 Uka,p) hiab €1 U €2 (k1 Mk2,p) diab €1 M Lo ’ :
(t,p) ‘U'type ™

P



E-TY-PTR E-TY-SPTR
E-TY-EX-TY

E-TY-INT .
(int, p) Liype int R e ! ©7) eecope T (50,) dmeipe 75 £=1,2 (Joc : typeg. s,p) Yiype Jox : type. s
TR (k> 5,p) hype £+ 7 (81 @32,p) Ytype 1 Q@ 7o FYPCE: D) Viype S 1 YPE.
E-TY-EX-LEV E-TY-REC E'T‘E'SSIPZ)EEL)F .
(3k : levelg. s,p) Jiype Ik : level. s (1 oc: typeg. s,p) Yaype 1t & : type. s 4% Sectype.
(SIZE[S] ) P) U’type SIZE[T]

Ta(pe, fr, k) = (p oc: typey. (3B : types. (3 : types. (B @ ¥)pe)1)1)

[T, 1L, ¢, pe, fr |

T-LET
NLgke:r I1, ¢ Fsectype 8 1k oFTPe <
frr=fruk Tz~ s],II, ¢, pc, fr' ¢ .

DI g, pc,fr-letx:s:=einc

— /
y \ T-IF

k“: T-AT 4 \/ \ /,/ 4): I, o e :intye
| I ¢hab bt pe I‘,H,q&l—e:intpc‘” oFpcCk F,H,qilk,ﬂ"l—c‘ DI g, pe, fri-c; i =1,2
q’ VI, ¢, pe,fratkec \f/ VIO ¢, pe, fr=if e ey co
l .= N
T-FP T T-MATCH
’ ¢ by fr i k ‘ () =type, ¢FEkCpc IIkp;~p s ((7\
: ¢ i Tst(pc’fri k)pc <t I‘(‘T") F[Si/OC], H’i.[si/(x']’ ¢a pC,ﬁ" = C,L'[Si/OL] 4
; VI, ¢, pc, fr o :=fp 1§ VIO, ¢, pc, fr - match a p=¢
T-UNPACK-TY
VLo e: (3 : typey,. 7)pe P HTPI<: s
' =Tz 5] IT' = II[x > typey, | 1170 Fsectype T : k2
ﬁ,:fTUkIUkQ F',H’,qﬁ,pc,fr'l—c \
T, 11, ¢, pc, fr - let (o : typey, ,z:8):=einc
‘1 T-UNPACK-LEV , y T-FLowsTo
| [,IL, ¢t e: (Ix: levelg,. 7)pe P < s IT; ¢ bap ki 2 pe
| T'=T[zw & ITI' = [k ~Tlevelg, | > b Fsectype T k2 T)ILo Ak C ks, pe,frc
fT,:fTuk].»UEg( I"',ﬂT,qﬁ,pc,f'r"l—c\[ / P7H)¢Aklzk2)p61frl—_c2
11, ¢, pe, fr F let (k : levely,,z:s) :=ein c V T,I1, ¢, pc, fr =if (k1 C k2) c1 c2
—p—
T-ASSIGN
T-INST-C T-WHILE T-SEQ I, ¢be:s
I, II, ¢, pc, fr ¢ LIt e:inty 11, ¢, pc, fr I—/ LI, ¢, pe,frc; i=1,2 ¢+ sP¢ <: T'(x)
VI ¢, pe, frc I',II, ¢, pc, fr = while e ¢ \/ VIO, @, pe, fr Fc1;¢0 ILIL ¢, pe, fr o= ey |
T-CALL

F(f) = (k1 : ki, .o kn s kL) (o s k2, am s K2 ) (%1t 81,0+, Tr 2 S1) ——)’,:Z 1
IL ¢ Fiab ki ¢ ki [kic1/Kiz1, - - -, k1/Kk1]
IT, ¢ Fsectype Si © kilkn/Kns-- - k1/xa]lsic1/o 1, . .., 81/ 0]
DL E et silkn/Kn, - k1/K1][Sm/%m, - .., 81/ 0]
¢ + kl’c[kn/'(n) s ’kl/Kl] = pc ¢ |_f"' c kfr[kn/'(ny-- -7k1/|<1]
F7H1¢5pc1f7‘*_f(kl’-"skﬂ)<sli"'as’m)(eh'"ie"')

Relation II I p ~+; IT' : s specifies that a matchee can safely be assigned type s if the runtime value matches the pattern p
assuming environment IT is updated to II'. Finally, the label k represents an upper bound on the information that influences the




type of s. &
|H|—pwk1'[':s| L ¢
I+ II; : s II; + Iy : s
IIF inte ~g [k > levelg] : inty I+ o ~op IIoc — typey] @ o Pk 1 - 1T P2k T 5
IIF (p1 @ pa)e ~k Ik = levelg] : (s1 @ s2)
My = I
IkEp~i I s Iy bFps~p sy i=1,...,n
I F (K1 p)e, ~k I'[k1 > levelg, ko — levely] : (k1 = 8)k, IFpy,...,pn~k Iy :81,...,5n

Relation I', I, ¢ - e : s specifies that expression e has type s in the typing environment I" and assuming the constraints ¢.

I'II,¢ple:s

T-PACK-TY
T-NUM T-VAR II, ¢ Fsectype 52 T, 1L, ¢ e : sa[sy /1] T-SIZEOF
II, ¢ Fsectype 51 : k1 t=3dz: type@\ S9 II, ¢ Feectype s K
TIL,¢pFmn:inty T,I,pF z: T'(x) T,1I, ¢ - pack (s1,¢€) ast:t; T,1I, ¢ |- sizeof s : size[s]y
T-BINOP ' \
LILokei:si T-UNROLL » T-ROLL
s1[®] s2 — s [VILglFe: (po:type,. Sk, IV ¢Fe:s[(no:typey,. )i,/ Xk,
I,II,pte Dey:s T,IL, ¢+ unroll e : s[(p o : typey, . 8)ky/ Uk, T, II,¢Froll e: (u o typey, . S)k,,uk,,
ehie.)
T-NULL-HEAP T-PACK-LEY, Lo frlofed v
H, ¢ |_sectype s T-NULL-STACK H’ ¢ |_sec:type S :... I" H: ‘;b Fe: S[k/K]
H;¢ ‘_lab k H,¢ I_sectype S; = 1,2 H; d) '_Iab k: kl t=3dk: Ievelk: \E
I,IL ¢k null: (k> s)y I,I, ¢ F null: (s; @ sg) ) I,11, ¢ I pack (k,e) as@:@
T-ADDROF T-SUB T-CONV
T(z)=s TI,¢lFe:s P 51 <: 89 T,II,¢ - e : size[s]k
I‘,H,¢>i—&z:(@s);_ D,LI,pte: sy I,II,p e :inty
|H:¢ I—sectype S k |
T-SEC-TYPE
I, ¢ Fype t: by T-SEC-VAR T-SEC-PROD
Il k: ko II(c) = typey, I by k: ko IL ¢ Fectype Si : ki i=1,...,n
IL, ¢ l_sectype t t k1 Uk II, ¢ |_sectype o : ky U ks IL, ¢ |_se«:type 81y.+-,8n P Ui=1,...n ks

T-SEC-SUB
Haqsl_sectypes 1k otk C ks

Ha d) I_sectype St k‘2

H,(f) |_type t:k




V/ T-BASE-SPTR v T-BASE-PTR
ﬁﬁf”ﬁ&_L T, ¢ Fsectype 5i ki phen bk TL, ¢ Feectype s : Ko
T ee T TL, ¢ Feype 51 @ 53 Ky Ll kg IL, ¢ Fype k> 5 2 Ky U ky
T-BASE-MU
T-BASE-EX-TY T-BASE-EX-LEV 1"y ¢k CFK \/ )
L ki ki Il k:kr k¢ FV(ky) © I — typegs]; & Fiap s : K
o > typey), @ Fsectype 5 : & [k > levelg],  Fsectype S k5 I ¢ bpap kgt K
IL, ¢ Fiype Jox : typey. s : ki U ko IL, ¢ Frype Ak : typey,. st ki L ko IL, ¢ Feype (1 o : typey. s) = K’
T-BASE-SIZE T-BASE-SUB hece
L ¢ Fcctype s & |/ L, ¢ Feype S : Ky qH—kll;lcz\/
I, ¢ Fyype size[s] : k& IL, ¢ Fiype s : k2
¢ b k2 K
TLAB.L T-LAB-VAR T-LAB-JOIN T-LAB-MEET
H‘_ d’)‘l‘i sz L TI(k) = levely, Lo ks 0kl i=1,2 b kst k) i=1,2
)@l b K: k I 6 Fiap k1 U ko < k), LI K TI;  Frap koy Mk < k) LI K
T-LAB-SUB
dFkiChy Iohupk:k
IL; ¢ biap k2 k2

Relation s1 [s2] @ — s computes the type s of the result of evaluating a binary expression @ on two expressions of type s;

and sq respectively.

intg, [®]intg, — inte,uk,)
(51 @ s - 82)g, [+]size[s]k, = (515 @ 52)(k,Lks)
(515 Q@ s2)k, []size[s]k, — (51 @ 8- 52)(kyLks)
(k> 8)gy [+H]inte, — (k= 8)(k,0k)
(k= 8)k, [—]inte, = (k= 8)(kyuks)

(kiy P) b &s i=1,2 4 Tl (kiy P) bab &s i=1,2 £ Z 4 PE¢; i=1,2
PEELCky P|:k1Zk2 P!:qSl/\qbz

IT,IL¢ F (e, M, P,h,q),

I, ¢ F (e, M, P h,q), <= I,1I,¢ F (M, P,h)
L, ¢F (m,p,h)  T,IL,¢F (M,P,h)
FaH;¢|:(E:51h) F;Had)}:(mM’pP)h)

I,II,¢ F (m,p,h) <=
(Vz. T(z) = s Am(8(z) + fp(m)) = v A (8,P) Usectype 7 = T, 1L, ¢, M,P,hEv:T) A
(Voo II(xx) = type A & € dom(p) = 3. p(x) =7) A '
(Vk. II(k) = levely A k € dom(p) = 3¢ p(k) = ¢)
TILo,M,PhEv:7 < Vz. I, ¢, M,Ph F* v : T



[T,1L,6, M,P,hEv: T

T, ILo,M,PhE v : 1 T II,¢,M,P,h E* n:inty T, II,¢, M, P,h E* n : size[t],

M =M, -m- M m(a) =v = D[,I,¢, M,PhFE* v: 7y
I, ¢, M,P,hE* (a—|m1]) : 7 [LIL @, PhE? ay : (bp — T)
I,II,¢,M,P,hE* a, : (11 @ 2)¢ IVIL¢,M,P,hE*a, : (£p— T)e

(s[¢/k], P) Usectype T T II,6, M,P,hF* v : rt (s[r/a], P) Ysectype T’ T,II,6, M,P,hE* v : 't

T,IL, ¢, M, P,h E (£,v) : (Tk : level. s)p (2] T, I, ¢, M, P, h E* (1,v) : (3o : type. s)p

(5[(/-/‘ o : type. S)Z/OC],P) U‘sectype T I,II,¢, M, P,h = ly:r
T,I0,¢, M, P,h E* v: (u o : type. s)g

|1‘,H,¢,M,P,hl=za:?|

M =DM, -m- M, m(a) =v = 0,I,¢, M,P,hF*a:7
I‘7Ha¢aM1Paht:za+|7'1I27'2,...,7'”
FvHa¢)Manh':za:leTQ:'--’Tn P,H,¢,M,P,hl=za:5

In this section we define the attacker model that we consider in this work.
A. Events and event semantics
We define a semantics augmented with events, given by the following grammar:

ev = ¢|asgn(z <+ v,q)|rd(z ¢+ v,q)
|  unp({,z:T < v,q) |let(z: 74 v,q) | ev

B. A-observability and A-equivalences

|P1,P2 Fop =% v2:71 X T2|




EQ-VAL-0 EQ-INT-Low

LEA
p1,p2 1 =% n:inty X inty

EQ-INT-HIGH
LZA i=1,2
P1,p2 b Ny =7 ng tintg, X intg,

0 ..
P1, P2t vy =4 V21T X T

EQ-SPTR-LOW EQ-SPTR-HIGH
(CA GLZA
P1,P2 - ay =% ay (1 @) X (11 @ 72)y pL,p2 b ay =5 ay: (1) @), X (17 @ 13)y,
EQ-PTR-Low EQ-PTR-HIGH
/’CA 22 ZA
pLp2ba, =Hay: (- Ty x (= T)p

D1, P2 |_ ay :.ZA a’y : (el —> Tl)e;. X (Zz — ’Tz)g/z
EQ-Ex-Ty-Low
(S; [Ti/“]a p’i) U‘sectype 7'1'"

EQ-EX-TY-HIGH
p1,p2 v =3 va i1 X1
(CA

GZA i=1,2

= (a: typey, si)e i=1,2 = (et type. s)e, 1= 1,2
pLpa b =Tl Xl P,p2F T =T 0y X b
p1,p2 b (11,v1) =4 (T2, v2) 1 7 X 75 p1,p2 b (11, 01) =% (72,v2) 1 7} X 75

EQ-Ex-LEv-Low

EQ-EX-LEV-HIGH
(S'IL' [e’i/K]api) ’U’sectype 'Ti”

z . " "
pL,p2E VI =Z vo T X Ty

OZA i=12
g E A T{ — (HK . IeVeIe;. Si)[ 'L — 1,2 7',':, = (BK N levelzg_ S’i)l;' ’L: 1,2
pr,p2 by =5 Ly O X £ P1, P2l =40 : 0] x £
p1,p2 b (€, v1) =5 (Lo, v2) 117 X 79 p1,p2 = (b1, 01) =3 (€2,v2) 1 71 X 7y
EQ-SIZE-LOW

EQ-Si1zE-HIGH

P1,p2 b n =4 n :size[r], x size[r], P1,P2 - n1 =4 no :size[T]y, X size[T]e,

EQ-REC

pLpetli=aly:lixly  pi,p2t =4 f’zteilx L
(sif(p o typey,. 8i)er /o, pi) Usectype Ti pL,p2bv1 =% vaiTi X T

PP b v =5 vt (B oitypey, . s1)e X (1 ot typey,. S2)e

IT].:ATzZelxezl
LCA
P1, o T =4T:€x ¢

PCA = GZA i=1,2
P, mp=amp: X ¥

pL,p2d=a8:€xt P2 T =4T2: 4 X £

b=aly: l x 0|

/CA

LZA i=1,2
L=0:0x1

£1=A82:£’1x€’2

IP | p1,p2 - evy =4 szl

(F(m)apt) 'Usectype T 1=1,2
pL,p2bv1=4v2:T1 X T2

I'| p1,p2 - asgn(z < v1,9) =4 asgn(z « v2,q)

P2l =48yl X o P, P2 V1 =402 :T1 X T
I | p1,p2 Funp(éy,y: 71 Ul,Q) =4 unp(l,y : T2  v2,q)

(I‘(.’L'),p» l}sectype T 1=1,2
P, P2 v1 =4v2:T1 X T2

T | p1,p2 b rd(z < v1,q) =4 rd(z < v2,q)

T'|p,paobe=ac

P1,p2 V1 =4v2:T1 X T
T | p1,p2tlet(z : 7 < v1,q) =4 let(z : 72 < v2,q)

T |p1,p2 b evy =4 eva

I'| p1,p2 - evy =4 ev



mC A<= (CA

EV-OBS-ASGN Ev-OBS-RD Ev-OBs-UNP-1
(F(:B), P) U’sectype T TCA (F(.’E), P) U’sectype T TCA (C A
I,ptasgn(z < v,q) C A T,pFrd(z+v,q) C A T,ptunpl,y:7+v,q)C A
Ev-OBS-UNP-2 Ev-OBS-DECL EV-OBS-INST
TCA TCA I,PrewvC A
Typkunp(ly:7+v,q) C A T,ptlet(z: 7+ v,q)C A I PewE A
Given a trace t we write |t]| 4 for the trace containing only low events. It is defined inductively as follows:
leJla=¢
ev,I',p)- |t IptewC A
L(e0,T,p) -t = § P ltla T F
[t]a otherwise
Given two traces t1,ts we say they are A-equivalent, written t; =4 t2, when (|t1].4)i =4 ([t2]a): for i=1,...,n where

n = ||t al = |[t2] Al . .
We write (c,m, P, h,q), l)A (¢,m',P',q'),, when (c,m,P,h,q), r, (¢,m',P',q'), andt =4t
Finally, we define a notion of .A-equivalent stack frames:
Vz,i. (D(z),ps) U’géctype 7 Ami(8(z) + fp(my)) = v; = p1,pa b v1 =4 V2 1 TF X 752
Ik (p1,m1) =4 (P2, m2)

pcC A Tk (p,m1) =4 (p2,m2) Tk (P, Mi)per =a (P2, Ma)pe;
Tk (py- Pyymy - Mi)pepe; =a (P2 P2, ma2 - Ma)pepey

p’' ZA Tk (P, M)gs=a (P, Ma)ge; p'ZA  TF (P, Mi)ger =a (P2, Ma)py
'k (Pl,Ml)p—cl‘ =A (pz 'P2,m2 'Mz)pcl.m Tk (pl -Pl,ml 'Ml)pcf.ﬂ =A (PQ,M2)W 'k (8, E)g =A (5,5)5
C. Attacker’s knowledge

We write (c,m,P,h,q), — * when there exists a configuration (stop,m/, P’,h’,q’),, such that (c,m,P,h,q), —
* (stop,m/, P/, b/, q') .. We use similar notation for the event semantics.

Given a trace t, the attacker’s knowledge k4 (c, M) Pt is the set of stacks such that the execution of ¢ produces an .A-equivalent
trace:

kale,t) = { (M, P70 | (e, M, P | 72) 5.4}

Note that a larger attacker knowledge set correspond to an attacker obtaining less information. Smaller sets correspond to a
more precise knowledge. To define TINI we write the set of terminating executions as

L& (P, My)ge; =a (P, Mz)m}

kit (e, My, Py, 7ey) = { (Mo, Py, 75,
t(c, My, Py, 7y) {( 2 P2, 7%3) Ale, M2, Py | Beg) —*

Using attacker knowledge and the set of terminating stack frames, we can define the noninterference policy.

Definition 1 (Termination-insensitive noninterference). A program c satisfies termination-insensitive interference wrt. typing
environment T if, for all M and P it holds that (c, M, P | c) AN implies ka(c,t) 2 k%\(c, M, P, pc).
In this section we prove the soundness of the type system: That well-typed programs satisfies noninterference:

Theorem 2 (Soundness). If I' |- c then c satisfies Definition 1.
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